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OpenSSL 40
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#ifndef CRPT H
#define CRPT H

#include <openssl/evp.h>
#include <openssl/err.h>
//#include <openssl/applink.c> // you may need this with some compilers due a bug

char*crpt lastError()
{
long error = ERR get error();

return ERR error string(error, NULL) ;

}

int encrypt (unsignedchar*plaintext,int plaintext len,constunsignedchar*
key, constunsignedchar* iv,unsignedchar* ciphertext)

{
EVP_CIPHER CTX *ctx;

int len;
int ciphertxt len;
if (! (ctx = EVP_CIPHER CTX new()) )return-1;

//initialize the encryption operation

if (1!= EVP_EncryptInit ex(ctx, EVP aes 128 cbc(),NULL, key, iv))return-1;
//provide the text to be encrypted

if (1!= EVP_EncryptUpdate (ctx, ciphertext,&len, plaintext, plaintext len))return-1;
ciphertxt len = len;

//finalize the encryption, may add extra bytes

if (1!= EVP EncryptFinal ex (ctx, ciphertext + len, &len))return-1;
ciphertxt_Ien += len;

//clean up

EVP _CIPHER CTX free(ctx);

return ciphertxt len;

}

int decrypt (unsignedchar*ciphertext, int

ciphertext len,constunsignedchar*key, constunsignedchar*iv, unsignedchar*plaintext)
{
EVP CIPHER CTX *ctx;

int len;
int plaintext len;
if (! (ctx = EVP_CIPHER CTX new()) )return-1;

//initialize the encryption operation

if (1!= EVP DecryptInit ex(ctx, EVP aes 128 cbc(),NULL, key, iv))return-1;

//provide the encrypted text to be decrypted

if (1!= EVP DecryptUpdate (ctx, plaintext, &élen, ciphertext, ciphertext len))return-1;
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plaintext len = len;

//finalize the encryption

if (1!= EVP DecryptFinal ex(ctx, plaintext + len, &len))return-1;
plaintext_Ien += len;

//finalize the decryption

EVP CIPHER CTX free(ctx);

return plazntegt_len;

}

#endif

‘ ‘ ALl s e dags & 5l ellac) Sy
¢l xie ) il wie o) g (oY) 3shall a5 S aa i 3w (1A sk ) a) EVP_CIPHER _CTX_new
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bl Gl vie el e el g
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int EVP DecryptUpdate (EVP CIPHER CTX *ctx,unsignedchar*out,
int*outl, constunsignedchar*in, int inl) ;
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#include <stdio.h>
#include <stdlib.h>
#include <string.h>
#include "../crpt.h"

#define STR OUT OF MEMORY "Out of memory!\n"
#define STR ERROR UD "Unknown error occurred!"
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intmain (int argc,char**argv)
{
unsignedchar

key[]={0xFC, 0xCB,0x44, OxEF, 0xAC, 0x12,0x87, 0x71,0x55, 0x21,0xCC, 0x03,0x11, 0x23,0x33,0
x41,0x57,0x91, Oxee, Oxbb, 0x66,0x37, 0xe3,0xal, 0x17,0xcl, O0xd5,0xf7, 0x81, OxAE, 0x65, 0x89
1

unsignedchar

iv[]={0x27,0x11, OxAD,0x17, 0xF9,0x1D, 0x77,0x5A, 0x93, 0x7E, 0xF3,0x71, 0x3C, 0x4F, 0x34,0x
CEF};

if (argc <3| | (strcmp(argv[l],"-d") !=0&&strcmp (argv([1l],"-e") !=0)) {

printf ("USAGE: %s -e/d <input>\n", argv([0]);
eXit(EXIT_FAILURE);
}

if (strcmp (argv[l],"-e")==0) {

//encrypt

int text len =strlen(argv[2]);

int cipher len = text len + EVP MAX BLOCK LENGTH;//Add extra space

EVP_MAX BLOCK LENGTH = 32byte = 256bit

unsignedchar*cipher text = (unsignedchar*)malloc (cipher len *sizeof (unsignedchar));
if (!cipher text) {

printf (STR_OUT OF MEMORY) ;

eXit(EXIT_FAILURE);

}
int out len = encrypt ((unsignedchar*)argv([2], text len, key, iv, cipher text);
if (out len <0) {

//encryption failed, try to get the error

char*err = crpt lastError();

if (err) N

puts (err) ;

else

printf (STR_ERROR UD) ;

eXit(EXIT_FAILURE);

}
//print the result

int i;

for(i =0; i < out len; i++){
printf ("%$02X", cipher text[i]);
}

printf ("\n") ;
}

else(
//decrypt

//we expect the input to be a hexadecimal string
int text len =strlen(argv[2]);

if (text len %2!=0) {

printf(WInput error!\n") ;

eXit(EXIT_FAILURE);

}
int cipher len = text len/2;

unsignedchar*cipher text = (unsignedchar*)malloc (cipher len *sizeof (unsignedchar));
if (!cipher text) {

printf (STR_OUT OF MEMORY) ;
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exit (EXIT FAILURE) ;

}
//convert the hexadecimal string into byte array
char*pos = argv[2];

size t cnt;

for(cnt =0; cnt < cipher len; cnt++) {
sscanf (pos, "$02X", &cipher text[cnt]);
pos +=2;

}
unsignedchar*plain text =(unsignedchar*)malloc (cipher len *sizeof (unsignedchar)) ;
if (!plain text) {

puts (STR_OUT OF MEMORY) ;

eXit(EXIT_FAILURE);

}

int out len = decrypt (cipher text, cipher len, key, iv, plain text);
if(out_Ien <0) { N - -
char*err = crpt lastError();

if (err) N

printf ("$s\n", err);

else

printf (STR_ERROR UD) ;

}
plain text[out len]='\0'";

printf ("$s\n", (char*)plain text);

}

returnO;
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B MINGW32:/e/MyCodes/tmp/opensslexample/opensslexample/src/test = O >

% ./test -e "Issam Ali" ~
Plaint text:Issam Ali

Plain text bytes:497373616D28416C692

Result bytes:5298845AAAG8880D65876F642B9969C9

issamdl Bl /e/MyC

/tmp/opensslexample/opensslexample/src/test

$§ ./test -d 5298345AAA 8800D65876F642B9969C9

Issam Ali

issam@: /e/MyCodes/tmp/opensslexample/opensslexample/src/test
fm

:‘é‘)A*‘LAJ\ L)‘Lﬂ\
t A Jl 5l e github JI (e govad) paill Jaead (Say
https://github.com/issamalidev/opensslexample

il byl g

& s sall 138 Jyn ST 8o il 5 sl ang Gl a5 ) immy S ia 3
https://en.wikipedia.org/wiki/Block cipher mode of operation
https://wiki.openssl.org/index.php/Main_Page
https://www.openssl.org/docs/man1.1.0/crypto/EVP_CIPHER CTX new.html
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